
Zscaler Cyberthreat Protection

Course Number: EDU-230

Duration: 1 days

Course Description

This course is designed to provide network engineers and security administrators with an

introduction to the basics of cybersecurity. Topics covered will include the importance of

cybersecurity, the different types of cyber threats, and how to utilize Zscaler products and

capabilities including Malware Protection, Advanced Threat Protection, Sandbox, Intrusion

Prevention System (IPS), Deception, Identity Threat Detection and Response (ITDR), App

Protection, and Browser Isolation to protect from these threats.

Skills Gained

Explain cybersecurity, types of attack surfaces, and the different stages involved in a

cyber attack framework

Discuss the types of cyberattacks and malware, and how Zscaler holistically stops

them

List the malicious file protection capabilities that Zscaler offers through the malware

protection configuration

Identify Zscaler’s Advanced Threat Protection capabilities and the options to utilize to

configure the capability

Describe and explain Cloud Sandbox, IPS, Deception, ITDR, Private AppProtection,

and Browser Isolation

Configure Advanced Threat Protection capabilities

Discover how to configure Zscaler products and services to defend against attacks

Recognize the cyber functions Zscaler has in place to analyze organizational risk and

defend against cyber attacks

© Ascendient LLC., 2026 | Page 1



Who Can Benefit

Network Engineers and Security Administrators

Prerequisites

Basic knowledge of Networking and Cybersecurity domain

Course Details

Course Outline

The Current State of Cybersecurity

What is Cybersecurity?

Stages of a Cyberattack Framework

Types of Cyberattacks

How the Zscaler Zero

Trust Exchange Platform Stops Cyberattacks

SSL Inspection

DNS Security

Malware Protection

Advanced Threat Protection

Cloud Sandbox

Intrusion Prevention System (IPS)
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