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Ping Ildentity - PingOne Administration

Course Number: P1-400
Duration: 2 days

Course Description

This course gives learners the tools to get started with PingOne Administration. It covers
initial setup tasks, including creating and managing PingOne environments, application
integration, and customization. This course also provides information on most common
administration tasks, including user and group management, managing access policies,
best practices, and troubleshooting of common issues.

Skills Gained

Upon completion of this course, you should be able to:

* Describe capabilities and key features of PingOne and its associated services
e Access PingOne support resources

e Create a new PingOne environment

e Administrate PingOne user populations, user roles, attributes, and groups

* Describe application integration technologies and concepts

* Integrate applications into PingOne

* Describe common application integration issues and repair methodologies

e Describe access policies in PingOne

e Perform common PingOne policy management tasks

e Describe security best practices in PingOne

e Describe tools and techniques available for monitoring and auditing user activities
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e Describe lifecycle management concepts, techniques, and best practices

Create provisioning and de-provisioning workflows

Describe and implement identity governance and compliance measures within
PingOne

Describe common troubleshooting techniques within PingOne

Describe administration and management best practices within PingOne

Who Can Benefit

The target audiences for this course include:

e PingOne Administrators
e System Integrators

e System Consultants

e System Architects

e System Developers

Prerequisites
Completion of the following courses available at:
https://backstage.forgerock.com/university/ping/on-demand/category/PING

e PingOne Fundamentals

e Introduction to PingOne MFA

e Getting Started With PingOne MFA

e Getting Started With PingOne SSO

e (Optional) Introduction to PingOne DaVinci

Course Details

Chapter 1: Introducing PingOne

Summarize PingOne capabilities and key features, describe PingOne support resources,
and create a new PingOne environment.

Lesson 1: Providing an Overview of PingOne

Summarize PingOne capabilities and key features:

e Describe PingOne as a cloud-based IDaaS solution
e Describe PingOne environment solutions

¢ Create a new environment

Lesson 2: Introducing Ping Identity Support Resources
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e Explore product documentation, and use cases.

* Locate Ping Identity support resources

Chapter 2: User Management

Demonstrate administration of PingOne user populations, user roles, attributes, and
groups.

Lesson 1: User Populations

Create a new population and new users:

e Review Default Users
* Create a New Population

e Create New Users

Lesson 2: User Roles, Attributes, & Groups

Discuss and practice management of user roles, attributes, & groups:

e (Demo/Lab) User Roles, Attributes, & Groups
e Assigning Roles to Users
e User Attributes

e Group Management

Chapter 3: Application Integration

Discuss application integration technologies and concepts and practice the common
integration techniques. Discuss common integration issues and practice repair
methodologies.

Lesson 1: Understanding Federation Protocols

Discuss application integration technologies and concepts:

« SAML

e OAuth

« OIDC

e Lesson 2: Integrating Applications With PingOne

e Practice common application integration techniques:
e (Demo/Lab) Application Integration

e Add an Application From the Catalog

e Add a Custom Application

e Configuring Single Sign-on for Applications
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Configure the Application Portal

Lesson 3: Troubleshooting Common Application Integration Issues

Discuss common application integration issues:

Authentication Failures

SSO Failures

Attribute Mapping Errors

Service Provider (SP) Configuration Issues
Identity Provider (IdP) Configuration Issues
Certificate Expiry or Invalid Certificates

Access Control Issues

Application Integration Errors

User Provisioning and Deprovisioning Problems

About Logging and Monitoring

Lesson 4: Repairing Broken Apps

Practice common application repair methodologies:

(Demo/Lab) Repairing Applications
Repair Broken App (SSO Problem/Incorrect Redirection URL)
Repair Broken App (Access Control Issue/Incorrect Group Membership)

Repair Broken App (Attribute Mapping Error/Missing User Info)

Chapter 4: Access Control

Discuss access policies in PingOne and practice the common policy management tasks.
Discuss security best practices in PingOne. Discuss tools and techniques available for
monitoring and auditing user activities.

Lesson 1: Implementing Access Policies in PingOne

Discuss access policies in PingOne and practice the common policy management tasks:

(Demol/Lab) Policy Management
Edit An Authentication Policy
Create An Authentication Policy
Edit A Password Policy

Lesson 2: Ensuring Security Best Practices in PingOne
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Discuss security best practices in PingOne.

Lesson 3: Monitoring and Auditing User Activities

Discuss tools and techniques available for monitoring and auditing user activities.

Chapter 5: Identity Lifecycle Management

Discuss lifecycle management concepts, techniques, and best practices. Practice user
lifecycle management processes within PingOne. Discuss and practice identity governance
concepts and common compliance measures.

Lesson 1: Managing the Lifecycle of Identities in PingOne

Discuss lifecycle management concepts:

e User Onboarding

e User Provisioning

e User Maintenance

e User Offboarding

e Identity Governance and Compliance

e Monitoring and Reporting

Lesson 2: Create Provisioning & De-provisioning Workflows

Discuss and practice the automation of user lifecycle management processes via
provisioning and de-provisioning workflows:

e (Demo/Lab) Provisioning & De-Provisioning Workflows
e Create a Provisioning Workflow

e Create a De-Provisioning Workflow

Lesson 3: Implementing Identity Governance and Compliance Measures

Discuss and practice identity governance concepts, common compliance measures, and
their implementation within PingOne:

» Define Identity Governance Policies

e Configure Access Controls

* |Implement Segregation of Duties (SoD)

e Enforce Least Privilege Access

e Automate Access Reviews and Certifications
e Monitor User Activities and Access Requests

* Enforce Password Policies and Multi-Factor Authentication (MFA)
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e Maintain Compliance Reporting and Auditing

e Training and Awareness

Chapter 6: Troubleshooting and Best Practices

Discuss common troubleshooting techniques and administration and management best
practices within PingOne.

Lesson 1: Common Troubleshooting Techniques for PingOne

Discuss common troubleshooting techniques within PingOne:

e Check System Status

e Review Logs and Error Messages

» Verify Configuration Settings

e Test Authentication and Authorization
» Validate Application Integrations

* Troubleshoot Access Issues

e Monitor Performance Metrics

e Engage Support Resources

e |Implement Temporary Workarounds

e Document and Learn

Lesson 2: Best Practices for Maintaining a Healthy PingOne Environment

Discuss common administration and management best practices within PingOne:

e Regularly Review User Accounts

e Implement Access Reviews

» Enforce Password Policies

e Monitor and Audit User Activities

e Regularly Update and Patch

e Review and Optimize Configurations

¢ Document Configurations & Procedures

* |Implement Role-Based Access Controls (RBAC)

e Regular Training and Awareness
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