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Course Description

Apply AI governance vocabulary, frameworks, and practices that work inside an organization. The NIST AI Risk

Management Framework covers the Frame/Assess/Respond/Monitor cycle, the Prepare/Categorize/Select/Implement

process, and the legacy of NIST RMF in software risk management. Legal and organizational considerations cover GDPR,

CCPA, EU AI Act, liability and accountability, Responsible AI policies, AI ethics boards, and case studies of recent legal

challenges. Governing and managing AI risks cover accountability structures, diverse input, contingency plans, AI risk

prioritization, the mitigate/transfer/accept/avoid/insure responses, and supply-chain and incident-response considerations

specific to AI. Hands-on workshops produce a basic governance policy, a risk-mitigation approach for a realistic scenario,

and an organizational case study. The course is designed for managers and executive leaders responsible for strategies,

policies, or practices related to AI governance.

Skills Gained

By the end of this course, participants will be able to:

Apply the principles and frameworks of AI governance

Identify the ethical considerations and regulations relevant to AI governance

Apply risk management strategies tailored to AI systems

Recognize the role of stakeholders in AI governance

Who Can Benefit

This course is designed for:

Managers

Executive Leaders (including CEOs, COOs, CIOs, CTOs, Chief Risk Officers)

Those responsible for strategies, policies, and practices related to AI governance

Prerequisites

Participants should enter this course with:

Familiarity using Generative AI

Organizational Objectives

This course assists organizations to:

Establish auditable AI governance structures that satisfy emerging regulatory requirements

Lower legal and compliance risk through trained recognition of AI-specific governance issues
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Build C-suite-level fluency in AI governance vocabulary in one day

Establish a shared prioritization framework for risk responses across the organization

Software

All attendees must have a modern web browser and an Internet connection.

Course Details

Introduction to Risk Management & the NIST Risk Management Framework

By the end of this module, you will be able to define risk, risk management, and the NIST RMF; walk the

Frame/Assess/Respond/Monitor cycle; apply the Prepare/Categorize/Select/Implement/Assess/Authorize/Monitor process;

and recognize the legacy of the framework.

What is Risk, Risk Management, and a Risk Management Framework?

Frame, Assess, Respond, and Monitor

Prepare, Categorize, Select & Implement

Assess, Authorize, and Monitor

Legacy of the NIST RMF

Hands-on Lab: Walk through how the NIST RMF works on a Risky Business case study end-to-end.

Legal and Organizational Implications of Generative AI

By the end of this module, you will be able to apply data-privacy regulations to AI systems, reason about liability and

accountability for AI-generated content, develop responsible-AI policies, and recognize the role of AI ethics boards in

organizational governance.

Data Privacy Regulations (e.g., GDPR, CCPA)

Liability and Accountability for AI-Generated Content

Developing Responsible AI Policies and Guidelines

Building a Culture of Ethical AI Development

Case Studies of Legal Challenges in Generative AI

The Role of AI Ethics Boards and Committees

Hands-on Lab: Develop a Responsible AI policy for an organization, grounded in a real legal case study.

Governing and Managing AI Risks

By the end of this module, you will be able to author AI governance policies and accountability structures, choose between

mitigate/transfer/accept/avoid/insure responses, plan supply-chain and incident response, and resource risk sustainably.

Policies, processes, procedures, and practices

Accountability structures, diverse input, and culture

Engagement plans, contingency plans, and AI risk prioritization

Mitigate, Transfer, Accept, Avoid, Insure

Resourcing risk, sustaining value, and emergency stops

Supply-chain risks, sunset clauses, and incident response

Hands-on Lab: Author a basic AI governance policy and choose a risk-mitigation approach for one realistic scenario.
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