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Comprehensive C# and Web
Application Security

Course Number: SEC-128
Duration: 5 days

Course Description

Functional code is only the beginning; truly professional C# development requires a
mindset prepared for the unexpected. This C# and Web Application Security course
transforms your approach to software by moving beyond standard "happy path"
programming to address how attackers exploit edge cases - from null references and
malformed strings to massive data injections and integer overflows.

Through a series of hands-on labs and real-world case studies, learners develop the
"healthy paranoia" necessary to maintain elite code hygiene and defend against modern
cyber threats. While rooted in the OWASP Top Ten, this course explores deep-seated
security pitfalls unique to the .NET ecosystem and ASP.NET Core, ensuring your
applications remain resilient under pressure.

Skills Gained

* Understand fundamental cybersecurity concepts and the threat landscape.

e Identify and analyze common web application security vulnerabilities.

e Evaluate each element of the OWASP Top Ten 2025 in detail.

e Apply web security principles specifically within the C# and ASP.NET framework.
* Address advanced security threats that go beyond basic vulnerabilities.

* Manage and mitigate risks associated with third-party components and libraries.
* Understand the role of cryptography in maintaining software security.

e Implement cryptographic APIs correctly using C# best practices.
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Master the principles and various approaches to robust input validation.

Prerequisites

Students should have solid C# and web application development skills.

Course Details

Cyber Security Basics

Understanding threat types and the CIA triad (Confidentiality, Integrity, Availability).

Analyzing the consequences of insecure software and market constraints.

The OWASP Top Ten 2025

<b>A01: Broken Access Control </b>— Managing authorization, IDOR, path traversal,
and CSREF protection.

<b>A02: Security Misconfiguration</b> — Configuring Content Security Policy (CSP),
cookie security, and XML External Entity (XXE) prevention.

<b>A03: Software Supply Chain Failures</b> — Managing third-party vulnerabilities,
SBOMSs, and using Software Composition Analysis in CI/CD.

<b>A04: Cryptographic Failures</b> — Implementing hashing, symmetric/asymmetric
encryption, and secure key exchange in C#.

<b>A05: Injection</b> — Defending against SQL injection, OS command injection, and
Cross-site Scripting (XSS).

<b>A06: Insecure Design</b> — Applying the STRIDE model and secure design
principles like least privilege and fail-safe defaults.

<b>A07: Authentication Failures</b> — Managing multi-factor authentication, secure
session handling, and adaptive password hashing.

<b>A08: Software and Data Integrity Failures </b>— Using digital signatures
(RSA/ECDSA), PKIl, and preventing insecure deserialization.

<b>A09: Logging and Alerting Failures</b> — Establishing robust monitoring, logging
best practices, and using Web Application Firewalls (WAF).

<b>A10: Mishandling of Exceptional Conditions</b> — Secure error handling and
preventing information leakage through error reporting.

Web Application Security Beyond the Top Ten

<b>X01: Lack of Application Resilience</b> — Mitigating Denial of Service (DoS) and
Regular Expression Denial of Service (ReDoS) in C#.

<b>X02: Memory Management Failures</b> — Handling integer overflows,
signed/unsigned confusion, and truncation issues.

Course Wrap-up

Reviewing the principles of robust programming and secure coding.
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e Exploring .NET and C# resources for further reading.
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