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CertNexus - Certified Internet of
Things Security Practitioner
(CloTSP™)

Course Number: CIOTSP
Duration: 3 days
Course Description

This course is designed for practitioners who are seeking to demonstrate a vendor-neutral,
cross-industry skill set that will enable them to design, implement, operate, and/or manage
a secure loT ecosystem.

Who Can Benefit

This course is designed for loT practitioners who are looking to improve their skills and
knowledge of loT security and privacy. This course is also designed for students who are
seeking the CertNexus Certified Internet of Things Security Practitioner (CloTSP)
certification and who want to prepare for Exam ITS-110.

Prerequisites

To ensure your success in this course you should have a fundamental understanding of loT
ecosystems, which you can obtain by taking the following CertNexus course:

e Certified Internet of Things (loT) Practitioner (Exam ITP-110)

Course Details

Course Outline

e Lesson 1: Managing loT Risks
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e Lesson 2: Securing Web and Cloud Interfaces
e Lesson 3: Securing Data
e Lesson 4: Controlling Access to loT Resources
e Lesson 5: Securing loT Networks
e Lesson 6: Ensuring Privacy
e Lesson 7: Managing Software and Firmware Risks

e Lesson 8: Promoting Physical Security
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