
TCP/IP Networking (TCP/IP NET)

Course Number: 9025

Duration: 5 days

Course Description

TCP/IP is the globally accepted group of protocols at the core of the Internet and

organizational intranets. A solid understanding of each of these protocols and how they

work will give you the ability to deploy the most effective network for your organization in

three key areas:

In this course, you will gain the essential knowledge and skills required to set up, configure,

support, and troubleshoot your TCP/IP-based network. Our expert instructors and extensive

hands-on labs will prepare you to face and overcome the challenges of today's complex

networks. This course?the longest running of its kind in the industry?also prepares you for

more specialized courses in network security, wireless integration, and Voice over IP (VoIP)

as well as for product-specific training such as Cisco, Avaya, and Microsoft.

Skills Gained

Efficiency: You will be able to run a more efficient network through proper

implementation of subnetting and understanding how different protocols and

applications impact network performance.

Dependability: You will reduce downtime in the event of a network failure as you will be

better equipped to quickly identify and resolve problems as they occur. You will also be

able to solve problems in-house rather than incurring the extra costs and time required

to hire a consultant.

Future growth: Proper planning will ensure that your network can accommodate

growth, including the implementation of more robust network technologies, such as

IPv6.
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Who Can Benefit

Anyone who is responsible for designing, installing, configuring, and maintaining TCP/IP

networks or who needs to understand TCP/IP protocol structures and functions will benefit

from this course. This course also provides excellent preparation for more advanced

networking training.

Course Details

Lab 1: Numbering Systems

Lab 2: Lab Setup and Ethernet Header Analysis

Describe the essential elements of the TCP/IP protocol suite

Explain the functions of various devices in a TCP/IP network

Subnet an IP network using variable-length subnet masking (VLSM), calculating

appropriate subnet values to improve network efficiency

Describe different TCP/IP protocols?ARP, IP, ICMP, TCP, UDP, and so forth?including

their functions and relationships

Examine IP routing and the protocols that support it, such as RIP, EIGRP, OSPF, and

BGP

Explain how applications like FTP, HTTP, Telnet, and others work in a TCP/IP network

Analyze UDP and TCP application traffic to identify normal versus abnormal sessions

Automate address assignment and name resolution using DHCP and DNS

Analyze multicasting and Voice over IP (VoIP) traffic to determine how these protocols

affect network performance

Troubleshoot problems at each layer of a TCP/IP network using a variety of tools,

including a protocol analyzer, traceroute, ping, and DNS and ARP cache manipulation

Analyze ICMP variation reports to determine the cause of a network failure

Explore network security protocols, including PPTP, L2TP, IPSec, SSL, TLS, and SSH

Analyze network traffic to determine security risks

Explore the functions of IPv6 and its related protocols

Decimal Equivalents for Binary Sequences

Converting Binary Numbers to Decimal

Converting Decimal Numbers to Binary

Converting Hexadecimal Numbers to Decimal

Converting Decimal Numbers to Hexadecimal

Preparing to Begin Installation
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Lab 3: IP Addressing and Subnetting

Lab 4: Address Resolution Protocol

Lab 5: Multicasting

Lab 6: Troubleshooting the Network Access Layer

Lab 7: IP Processes

Lab 8: Routing

Modifying Your System Configuration

Ethernet Header Analysis

Essential IP Addressing and Subnetting

Fixed Length Subnet Masking

Variable Length Subnet Masking

Viewing Your ARP Cache

Manually Changing ARP Cache Entries

Capturing Various Multicast Frames

Recording RIPv2 Multicast Addressing Information

Recording 802.1 Multicast Addressing Information

Recording Protocol Independent Multicast Addressing Information

Recording IGMP Multicast Addressing Information

Learning About Your Network Interface Layer Troubleshooting Tools

Capturing and Analyzing an IP Datagram

Manipulating the Time to Live

The Fragmented IP Datagram

Review of Important IP Protocol Information

Routing Begins at Home

Tracing the Route to Different Destinations

Viewing the Routing Table on the Cisco 1760 Router

Viewing the Routing Table on the Juniper J2300 Router

Viewing Routing Updates Using the Protocol Analyzer
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Lab 9: Troubleshooting the Internetwork Layer

Lab 10: UDP Transactions

Lab 11: TCP Processes

Lab 12: Troubleshooting the Host-to-Host Layer

Lab 13: DHCP Process

The First Steps

Changing Your Default Gateway

Pinging a Local Workstation

Pinging Server1

Correcting the Default Gateway Entry

Testing the Routing Process

Creating UDP Traffic

Creating Other UDP Traffic

Opening Wireshark and Setting a TCP filter

Beginning a TCP Transaction

Identifying the Three-Step Handshake

Answering General TCP Knowledge Questions

Preparing to Troubleshoot the Host-to-Host Layer 1

Verifying the Operation of a UDP Application

Determining the Cause of Error

Preparing to Verify the Operation of a TCP-Based Application

Starting a TCP Application

Determining the Error

Preparing to Examine the DHCP Process

Changing Your Configuration to Use DHCP to Obtain an IP Address

Determining Your Assigned DHCP Address

Releasing Your Assigned Address

Viewing the DHCP Discover Packet

Viewing the DHCP Offer Packet

Viewing the DHCP Request Packet
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Lab 14: Domain Name System (DNS)

Lab 15: ICMP Messaging

Lab 16: TCP Applications

Viewing the DHCP ACK Packet

Reviewing a Release Packet

Preparing to Examine the DNS Process

Creating a DNS Query

Viewing Your DNS Request

Viewing Your DNS Response

Viewing a Zone Transfer

Viewing the Zone Transfer Using Wireshark

Performing the Zone Transfer Process

Preparing to Examine ICMP Messages

Using Ping: Echo Request and Echo Response

Performing Longer Pings

Considering ICMP Variation Reports: Fragmentation

Considering ICMP Variation Reports: Port Unreachable

Considering ICMP Variation Reports: Destination Net Unreachable

Considering ICMP Variation Reports: Time to Live Failure

Explaining the Formatted Packet Dump

Telnet

Preparing to View a Telnet Session

Starting a Telnet Session

Viewing a Telnet Session

FTP

Preparing to Analyze an FTP Session

Completing an FTP Session

Viewing the Captured FTP Session

HTTP

Preparing to Analyze an HTTP Session
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Lab 17: UDP Applications

Lab 18: Voice over IP

Lab 19: Internet Protocol version 6 (IPv6)

Lab 20: Troubleshooting the Classroom Network

2014-04-07 14:28:01.583000000

Lab 2: Lab Setup and Ethernet Header Analysis

Completing an HTTP Session

Viewing the HTTP Session

Viewing a Small File Being Displayed

Viewing a Large File Being Displayed

Viewing a Large File Being Downloaded

Cleaning Up

Preparing to View a TFTP Session

Creating a TFTP Session

Viewing the TFTP Session

Preparing for the UDP Multicast Demonstration

Starting Your Multicast Application

Viewing the Captured UDP Multicast Information

Cleaning Up

Preparing for Voice over IP

Placing a Call

Watching the Call Process

Configuring Your Workstation for IPv6

Verifying Your IPv6 Configuration

Using netsh to Manage IPv6

Using Ping for IPv6

Using nslookup and IPv6

Removing IPv6

Preparing to Begin Installation

Modifying Your System Configuration
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Lab 3: IP Addressing and Subnetting

Lab 4: Address Resolution Protocol

Lab 5: Multicasting

Lab 6: Troubleshooting the Network Access Layer

Lab 7: IP Processes

Lab 8: Routing

Lab 9: Troubleshooting the Internetwork Layer

Ethernet Header Analysis

Essential IP Addressing and Subnetting

Fixed Length Subnet Masking

Variable Length Subnet Masking

Viewing Your ARP Cache

Manually Changing ARP Cache Entries

Capturing Various Multicast Frames

Recording RIPv2 Multicast Addressing Information

Recording 802.1 Multicast Addressing Information

Recording Protocol Independent Multicast Addressing Information

Recording IGMP Multicast Addressing Information

Learning About Your Network Interface Layer Troubleshooting Tools

Capturing and Analyzing an IP Datagram

Manipulating the Time to Live

The Fragmented IP Datagram

Review of Important IP Protocol Information

Routing Begins at Home

Tracing the Route to Different Destinations

Viewing the Routing Table on the Cisco 1760 Router

Viewing the Routing Table on the Juniper J2300 Router

Viewing Routing Updates Using the Protocol Analyzer
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Lab 10: UDP Transactions

Lab 11: TCP Processes

Lab 12: Troubleshooting the Host-to-Host Layer

Lab 13: DHCP Process

The First Steps

Changing Your Default Gateway

Pinging a Local Workstation

Pinging Server1

Correcting the Default Gateway Entry

Testing the Routing Process

Creating UDP Traffic

Creating Other UDP Traffic

Opening Wireshark and Setting a TCP filter

Beginning a TCP Transaction

Identifying the Three-Step Handshake

Answering General TCP Knowledge Questions

Preparing to Troubleshoot the Host-to-Host Layer 1

Verifying the Operation of a UDP Application

Determining the Cause of Error

Preparing to Verify the Operation of a TCP-Based Application

Starting a TCP Application

Determining the Error

Preparing to Examine the DHCP Process

Changing Your Configuration to Use DHCP to Obtain an IP Address

Determining Your Assigned DHCP Address

Releasing Your Assigned Address

Viewing the DHCP Discover Packet

Viewing the DHCP Offer Packet

Viewing the DHCP Request Packet

Viewing the DHCP ACK Packet
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Lab 14: Domain Name System (DNS)

Lab 15: ICMP Messaging

Lab 16: TCP Applications

Reviewing a Release Packet

Preparing to Examine the DNS Process

Creating a DNS Query

Viewing Your DNS Request

Viewing Your DNS Response

Viewing a Zone Transfer

Viewing the Zone Transfer Using Wireshark

Performing the Zone Transfer Process

Preparing to Examine ICMP Messages

Using Ping: Echo Request and Echo Response

Performing Longer Pings

Considering ICMP Variation Reports: Fragmentation

Considering ICMP Variation Reports: Port Unreachable

Considering ICMP Variation Reports: Destination Net Unreachable

Considering ICMP Variation Reports: Time to Live Failure

Explaining the Formatted Packet Dump

Telnet

Preparing to View a Telnet Session

Starting a Telnet Session

Viewing a Telnet Session

FTP

Preparing to Analyze an FTP Session

Completing an FTP Session

Viewing the Captured FTP Session

HTTP

Preparing to Analyze an HTTP Session

Completing an HTTP Session
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Lab 17: UDP Applications

Lab 18: Voice over IP

Lab 19: Internet Protocol version 6 (IPv6)

Lab 20: Troubleshooting the Classroom Network

Viewing the HTTP Session

Viewing a Small File Being Displayed

Viewing a Large File Being Displayed

Viewing a Large File Being Downloaded

Cleaning Up

Preparing to View a TFTP Session

Creating a TFTP Session

Viewing the TFTP Session

Preparing for the UDP Multicast Demonstration

Starting Your Multicast Application

Viewing the Captured UDP Multicast Information

Cleaning Up

Preparing for Voice over IP

Placing a Call

Watching the Call Process

Configuring Your Workstation for IPv6

Verifying Your IPv6 Configuration

Using netsh to Manage IPv6

Using Ping for IPv6

Using nslookup and IPv6

Removing IPv6

Solving the Classroom Network Problem
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