
Security Engineering on AWS

Course Number: AWS-SEC-ENG

Duration: 3 days

Prerequisite Courses

Architect - Architecting on AWS

View Details

Operations - Cloud Operations on AWS

View Details

Course Description

Security is a concern for both customers in the cloud, and those considering cloud

adoption. An increase in cyberattacks and data leaks remains top of mind for most industry

personnel. The Security Engineering on AWS course addresses these concerns by helping

you better understand how to interact and build with Amazon Web Services (AWS) in a

secure way. In this course, you will learn about managing identities and roles, managing

and provisioning accounts, and monitoring API activity for anomalies. You will also learn

about how to protect data stored on AWS. The course explores how you can generate,

collect, and monitor logs to help identify security incidents. Finally, you will review detecting

and investigating security incidents with AWS services.

Skills Gained

State an understanding of AWS cloud security based on the CIA triad.

Create and analyze authentication and authorizations with IAM.

Manage and provision accounts on AWS with appropriate AWS services.

Identify how to manage secrets using AWS services.
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Who Can Benefit
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Related Certifications

Authorized training from Ascendient is created and maintained by the vendor who also

creates the certification exams. While it may not be a requirement of certification to attend a

vendor-authorized training class, doing so will put you in the best position to successfully

complete the related exams. Start training and begin working towards one of the following

certifications today.

Specialty

AWS Certified Security Certification - Specialty

Monitor sensitive information and protect data via encryption and access controls.

Identify AWS services that address attacks from external sources.

Monitor, generate, and collect logs.

Identify indicators of security incidents.

Identify how to investigate threats and mitigate using AWS services.

Security engineers

Security architects

Cloud architects

Cloud operators working across all global segments.

Module 1: Security Overview and Review

Module 2: Securing Entry Points on AWS

Module 3: Account Management and Provisioning on AWS

Module 4: Secrets Management on AWS

Module 5: Data Security

Module 6: Infrastructure Edge Protection

Module 7: Monitoring and Collecting Logs on AWS

Module 8: Responding to Threats
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